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Abstract

The traditional techniques of quantitative risk analysis determine the solution by the probability
distribution function of threats and its impact loss. Since risk assessment process often holds under
uncertain situation with incomplete information due to rapid change of advent attack events especially in
the Internet. It is hard to accumulate adequate events to precisely estimate the probability of threats and
impact losses in some real cases. In this paper, a qualitative risk analysis method is employed to prioritize
the risk level of assets through the use of fuzzy preference relation, fuzzy majority concept, and the
ordered weighted averaging (OWA) operator. The peoposed mothod allows the experts to express their
risk preferences in linguistic quantifiers and explicitly represents the importance (weighting) of risk factor
and the corresponding impact loss degree instead of probability of advent events and money loss. Finally,
a real case of risk assessment for the Internet Data Center (IDC) is given to illustrate our approach. The
proposed method extends the traditional risk analysis using fuzzy multiple-person decision making
(MPDM) theory, developed by Hererra, Chiclana, and Kacprzyk, to risk analysis in fuzzy environment.
From numerical illustrations, the proposed model can effectively decrease the complexity of the risk
analysis and reduce the time required to reach a group consensus when the committee includes the
opinions of many decision makers.

Keywords:BS7799 ; ISO/IEC13355 ; Risk assessment, Soft Consensus, OWA Operator
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|§Ej ° Yager £ E?ﬁpcl F ) = 7 BB (fuzzy  Quex(D= 2r;06 0.3r£<r0£30.8 (10)
quantifiers) v OWA T J/@frl[ﬂjg. : =Y
w; =Q(i/n)—Q(i—1/n), i=1,..,n (8)
il Q K- élﬁiﬁ’ﬁ%ﬁj?ﬁﬁé}ﬁ(non-decreasing MR i e

R BT TR S m f[ﬁ‘iﬁ“f‘»ﬁjf
- B ‘ F dudyd, AHF I TR YR
R R 'E}?Li'fwzﬁgﬁﬁ I = 2t ay, 8y, A, o H ST J[[*ff“lfﬁﬁjlél;’%ﬁ filr™ ]
(community), TEIFfF%f‘[\fj: (monotonicity) » H1 — 1% SR BT TR R I FF‘ffiﬂ[ﬁga
(idemptency) [32] - CHETE S ﬂj’:’?zﬂ’?‘fﬁ@fﬁ—‘ﬁﬁ@ ] F“jlﬁl \—n,}{Tj
HF 6. U 28y (Fuzzy majority)Fh— FE 5[4 F:'jl' 15 TR RS AR B e LB R
# (soft consensus)i! 2511 Kacprzyk (1989) [21] ~ #= ~ = -
B> E1ETH ] Zadeh Jfﬁl, ﬂ*’JpI‘}%Eﬂ,ggﬁ}

quantifiers) - {1 Fd=1(7), 7Y I'FEJI?L%’ phEif ] OWA

i I L LRSS T SRV S Bk ol s R SR

i; le*lq 7 1EH@;[(VU) (0.0,0.0,0.0,0.1)
- T . L Tg[%l L) (0.0,0.0,0.1,0.3)
E& 7. [ﬂgﬁm;uﬁ(Proportlonal Linguistic HPEiIR (MU) (0.0,0.1,0.3,0.5)
Quantifier) : {11 Zadeh (L975) L1 15 (5 Tk 23 (M) (0.1,0.3,0.5,0.7)
Gl Ul Hlf*lﬂ*ﬁﬁaii =[34] “almost all, most, %IEEEEI(MI) (0.3,0.5,0.7,0.9)

i ’ Fifp (1) (0.5,0.7,0.9,1.0)
at least half, f?w less than half”, i’ E_“Em T ] SR B V) (0.7.0.9.1.0.1.0)
[0, 1] AihA—~" & [ £ (fuzzy subsets) fe = o %= ™
il refoy, Q(r) H# ot jfh?—‘ﬁjfki'ﬂ v F o SITERI A VS
Ao - :JEﬁﬁ’ﬁ&(non-decrea&ng)%%l’ﬁlgﬁlﬁﬁ?EIL JIE’q T B (VL) (0.0,0.1,0.3,0.5)
R ENE FIR ?FJ \@f:l(L) (0.1,0.3,05,0.7)

£ (M) (0.3,0.5,0.7,0.9)

0 if r<a gfrf:l (H) (0.5,0.7,0.9,1.0)

oy~ 1T=2 ifas<r<b ©) 2 B (VH) (0.7,0.9,1.0,1.0)

b-a .
1 if r>b

EE AR LT VR F['%I J(NIST
Hilrabrefod]. SP3800-30) I 114t i 55 47 ﬁé&ygﬁa BERIHCTR
(190, Q="most’ [i* #- £ O 2 BT (R )BT R

R » R R
MR TR R REREIP R
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(=)= FE%F:‘E 53 (Risk Evaluation)

Flih[ﬂ “”'%‘.Fugr%%—@#ﬁﬂ 1= oo

o aa~ |ﬁ[7£' q‘?ﬁ'* s T Y Y R
a,—(J’=L2,.--,n) O 53 AT - (SR e YR
i,L"EJqf[ﬁ'”ﬁl?na— fhepiE! c (I_12 ) o T fi
fhep BUOD O R AR w(l=12,..,q) °

V={v; |j=12...n1=12....q} [FF [ nx g
B PR H AR a PR (L
o r’?h—jfg ISIGR [SEH_ [?‘”;gj o

[~ Lee [23]3p [ Chen [8], ﬁﬂ’ﬁﬁgjl %Y
RN e S
(weighting)=teI" | S5 F TRV i EE_ Iﬁll?ﬁ » B
kel ﬁﬁﬁiﬁ"$W@?wwwﬁy;
L TR R T e R T
a e TIRAIPVEER IO F ] RIS FF R (Y
SIVE SRR ) s T YR 2 5 E TR
rarr 'FL' IEIEJ;[EI ERY rﬂ—fﬁ BEH,;[ElggLiEﬁ
F’?IHE‘/EJF@%EH; A TR U
ni[—u—jﬁ FJsrrg-L EE— lﬁ]lﬁ | I iﬁg = (11)—{.1{?0

K.

Xj = %[(m@ w1) ® ... ® (Vjg® wq)] (11)

ol v‘” &@Eﬁ“ﬁa%?ﬁc’ d, Hevk a; N fw
?fﬁ[fﬁﬁ Vg = ﬁ?ﬁ@@@ﬁjﬁlﬁ“ﬁﬁ@, Wi £
J;Ein ﬁgj% di ?“TE EE*“ ]ﬁ[ EI | %I%[liﬁﬁfﬁ[n
-

B PR 4 G R R
(Difference-scale Preference Relation, DPR) fjk
ST pairwise A M I B 1 L5

6. RN AR E o BT A B a L

aa PR A g

rh = f(i},ik‘)zé(u(i}@ik‘)) (12)

Hlrorg ti- Gl TR IS Ty
Baﬁ;dﬁa@a 0 a, 9= B ey 1
Hsorg Befl ARTERE [01], o< <17 Pl
=0 l*irﬂﬁrﬁjﬁ%ﬁ d, BT @) R E R
s T =2 PRI R o Bk a,
P AV EIFRORIR AR ¢ r=l A
NEE o BV 8, LT RIS -

r}k
0 1/2 1
A
L | N
Xj = (0,00) Xj =(1/21/21/2) Xj = (LLY)
Xic = (111) Xk =(1/21/21/2) Xk = (00,0)

[ Wlﬂﬁ*%@lf T
(Z) Her (Risk Aggregation)

AP BRSO 7§1+ij&|'7 /EF TR m
RO HGH A5 f/éﬂfuzzy majority)[6] 4 [}ﬁ ’
%LF 'i_ kS EJIW*Ji_ il OWA S ET= 7
E“E iﬁ”ﬁf'ﬁu—ﬁ%gﬁ]pf’?@ B OWA E“I
ET “RLELES Smolikova fiusi#T [26]° f955H T 4
5 A £ %ij%ﬁ# — quasi-arithmetic mean & jT
~ ~Weighted mean & f1="~OWA & 1= ~Sugeno
integral 3EET~ % Leximin ordering i gT=" {51}
IEFR 0 OWA ERT KL~ dEfihl (robust) -
phEH I HLAE PR P BT e e PR
E'J& = %’E‘T}“I‘Zfi%fii(Group MCDM) IR = [X
=0 OWA RT3 S A9 o B R EAsUA
mwm’%ﬁfHWMﬁ$m?ﬁﬁﬂ
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iRy (ay,a,,..,8,) = iwi b,
i=1

w:Q(i/m)—Q((i—l)/m) Fo &%
ETHE' DH EﬂQﬁ'[g‘(

OWA &

(Z) ®H&EE: (Risk Ranking)

VR R 2k | (e Bl A5 I'ﬂﬂl%% [
PRVIER ] R iPos B ) tHFTa [ RS,
(Dominance Degree, DD) " /i ﬁ#ﬁitﬁ%@ FH
B fafAISErE S [6,15]  FH I aﬁﬁifﬂ I

S || HOE Y I/ﬁ[tﬁrn[;ﬁ@mr aiil
et i " A (risk-level matrix , RLM) [12] <2V
oY VAR g g

DD(a;) = Fy(ry,k =1...n, j = k) (14)

H FQ(al’az""1an):ZWk'h< and
j=1

=Q(k/n)—-Q(k —1/n)

(p4) R @S5 2% (Determination of
Risk-level)

SR Y P B R M ] e e e
fi(Risk Level Matrix,RLM)I"| 2{[#rey@ ey pulst
M55 5 (A8 RLM » a2 f 5% (risk - scale)H-
AR PR RS ¢l (>0.7510 1.0)
[l1ffy (0.5100.75) > {l1 (>0.25t0 0.5)[1{% (0.15
t00.25) » (% (0.0t0 0.15) -

() @R EHN F_FL. (Validation of Risk
Ranking)

R T R
HIBAR T 1 P T R - AP
#] Orlovsky (1978)[25]3% sV #5L4#] ) 7?+TFJ[T VZE
RSE*4"%  (Non-Dominance Degree, NDD) P

o ply B IR A - AU Rl L T HESEE
#ﬁ?‘@ﬂ* :

NDD(x;) = Fo(1—dy, k =1..n, j =K) (15)

A J;FE[ﬂ: T [

Epf dy; = max{r, —

rjk10}7 ﬁl

Fol-al-ap,...1-ay) =wi.(1-by) +..+ Wy.(1-a,) .

SRR A A

HER L

(1) frm [ F?ﬂjli d,d,,..d_ A 5F Eﬁ?"f I
Hgen Y% a, a,,., a, &GS 5

it FE’E‘EJJ FH OGRS - YR

B OET e Q| S B
AR Iﬁ[ R R AP TR
W@F X} o

(2) FI™ I S AT el i [:7(Difference-scale
Preference Relation ,DPR) mgw;{ﬁ]’ | SO
AR 7;4 [
er = f(x xk)— (1+(x ®xk))

HWER2. ?J w; =Q(i/m)—Q(i —1/m) - % IOWA

R AR E iR Q [ ’%’ﬁﬁ‘fﬁﬂﬁrﬁlrl i
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Hil Fy(a,a,,...,8,)= ZWI .
0 if r<a

Q(r) = ;‘a if a<r<p abref0d].
1 it rsb

R 3 PR R B i
%{_?TQ# gﬁ“@b%ﬁi{:@x f[ A lgﬁl' E"

(Dominance Degree)Ad ™ I'| o TVeyFveyik a; VAf!

PR IREL I

DD(a,) = Fo(ry k =1..n, j % k) -

Hill Fy(a,a,,,8,) = D Wb,

k=1

=Q(k/n)-Q((k-1)/n).

RRA, IR 2 — A R A
(risk-level matrix, RLM) I'| 3 ey 7 A IS e i@
RS, I 2 #AFH VR R — "] Non

-Dominance Degree(N DDW@?@FU B A

Z//LI
NDD(x;) = Fo(1—d,,k =1..n, j # k)

il dyg =max{r; —r, 0},
Fol-al-a,,..1-a)=(W.1-b)+..+(W,.([1-3a,))-
&~ W

PSR SRBEAES SRR 1> (Internet Data
Center, IDC) [iv'ei i F"EF =1 g (1< STF A Y B
e HIJ—E‘L P 55 ATl 55 E&FTBETFQ » B BEFQi:jjTﬂT

e = FzE(Information Security Management, ISM)
ﬁ‘ﬂ’*ﬁ éﬁ‘g[gﬁﬁ? e Y T e e

(Standard Operation Procedure, SOP) - ]‘B?F,_{Ei?'

(Working Instruction, WI) ; 7= RS Presid =

e [ﬁrum@g“‘ﬁ%[ﬂﬁi%lﬁi P RIS -

A B PE T E@Eﬁ o SRR e
(a)~ ZFFF [’ﬁﬁﬁ%&' (8,) ~ P F7(ag) ~ AL
F ‘Wﬁfﬂﬂﬁﬁﬁ%ﬁ (@, )] [l = e g o3 Ao S Al B
£l BSTT799 %yl = PR il a8 2ol

S

R L @“Fﬁ?ﬁ(Risk Evaluation)—fﬁif%pl 6 {f
it E’E‘?J!%;" D={d,d, dd,ck A} AHF [ o FRE
BS7799 VA “peyFd = 2 RIHAETHE AR e
FEI'?'TEJEI (risk items) i/[lqiaﬁ[* ) fﬁ‘ﬁﬁﬁf%‘:’%}ﬂ" ffl
S EaniREASI (e s Er RS | U
ok A={a,a,,8;,a, . H fE sk Fljﬁr ﬂﬁ&&lH
FrEl (B2 Jf A (Business Service Process) }#L“;l
Pleraverik o - }ﬁ’ £ {'=5) %i(Classification) & £
(Asset Priority) ; ‘}**‘Wﬁ iR ~ AR
*ﬁ’r VR B AR IR

IﬁHEHQfFLFur Iﬁ[ F'E HVEfeI 4 Iﬁ[ﬁ?%\‘ﬂﬂi
SR S 3 WK ¢ AJE{ (Vulnerability
Factors) ; [AEGYH E1 o1 7k b & ek I/E:]@,}J%F
A RS R - R
ARSI

T B’E‘Ffi I ir%}%i(aggregation)ﬁﬁ » [RIE,
e g 53 ALY R e*?“#{“ﬁ% CNEVER BT e
il f‘, ET lﬁ[; HIPE for vkl T 2B ﬁ(y
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EVE e EJ,F{LBH | | (VJI2 12=1,.,05) F[Jﬁip =
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\~/j| Zqi((\Nljl)@...@(\;jqz)). (16)
2

BT e o SRR (L) S PIRYY fO

W%Fﬁ’w@ SPEl TR X 0 R
R o FJI S 7R (L2 0 7 i o
BRBIELS Mol oo e W ST

05 0.389 0.424 0.341]
0.613 05 0.536 0.453
0576 0464 05 0.417
0.656 0.547 0583 05 |

R*=[r]=

[ 05 0.670 0.530 0.345]
023 05 0.360 0.175
047 0640 05 0.315
10.655 0.825 0.685 0.5 |

=[r1=

[ 05 0425 0.230 0.395]
0595 05 0.325 0.490
0.770 0.675 05 0.665
0.605 0.510 0.335 0.5

R®=[r]=

[ 05 0310 0.495 0.545]

0.690 0.5 0.685 0.735
0505 0315 0.5 0.550
10455 0.265 0.450 0.5

R =[rj1=

[ 05 0320 0550 0510
0.680 05 0.730 0.690
045 0.270 0.5 0.460
10.490 0.310 0.540 05

R®=[r]]1=

[ 05 0.280 0500 0.580
072 05 0.72 0.800]-
050 028 05 0.580

10420 0.200 042 05

R® =[r1=

W2, ek (Risk Aggregation) — & #eim
TR VA5 25 (fuzzy majority) fuffrfift 5 4
FER P U] 24y (Fuzzy majority) £ "854 b
POV I S 0 W i 1 (at
least half “of decision makers are agree to “most”
of the risk rating on information assets) - £l f| Inﬂ
EiF Q= “most™ ™' Q, ="“at least half" -
Q(i/m)-Q((i-1)/m) » #%}Qr = “most”
%ﬁmﬁﬁﬁtw30&ﬂ“%%*®#§
OWAZ EI~ VA [ &
W, =Q(1/6)-Q(0/6)=0 > w, =Q(2/6)—Q(1/6)=0.06 °’
=Q(3/6)-Q(2/6)=0.34 ° [MALI[FiH -1 T RLE
[Fi &l w =[0.0,0.06,0.34,0.3330.267,00] ° # > % > F[|"']
ﬂJ%EZ—‘C(]ﬁ)gﬁ OWA Eﬁi'?@%%ﬁé%% Q
TR O

05 0347 0480 0429
0635 05 0551 0563
0498 0376 050 04869
0530 0380 0481 05

Rz[rij] =

G155 Qp = "at least half"fgl [y &1 £ 1

Ben kL (0.0,0.5); AR -fi Eﬁ@?[ [k
W =[0.667,0.333,0.0] -
HER 3. @“Fﬁ}?lﬁ"—TEIE'HJ*E?“(M)TF?V?L“L?E%
A& 5V @ = & (Dominance Degree, DD)#d
o BN AR a ) A E Py pu e e
Y

—wL

a a, a, a,

DD(a;) 0.463 0.611 0.494 0.513
K 2 YR T ORI - R
M1

a,-a,-a,-a °
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e Attribute Risk Items
——Documentation
- . : [c11]
Security policy Perceive of employees
[c1] [c12]
—Information security infrastructure
: o [c21]
| Security organization  ____|  Security of third party
[c2] B [c22]
| Authority process for personnel
[c23]

——Accountability for assets
Assets classification & [c31]
Information classification

control [c3]

[c32]
Aggregative _ —Job definition & resource allocation
. - --[c41
Risk | Personnel security [c4] ___ | User training LeA1]
-- --[c42]
| Responding to security events
- --[r431
——Secure area
Physical & environment [c51]
A . 1 Equipment security
Security [c5] [c52]
| General controls
[c53]
——Operation procedures & responsibilities
[c61]
|___Protection against malicious software
Communications & [c62]
. | Network management
operations [c6] [c63]
——Media handling & security
[c64]
|___Exchange of information &S/W
[c65]
— User access management
————— [c71]
Access control I~ Network access control
c1T | - [c72]
[c7] | Application access control
————— [c73]

—— Monitoring system access & use
q?q\[ + ;\ﬁﬁ%g}‘;{v_[ H o Vet 7 5 ’%Wﬁq%ﬂ' (Represents the Sign of Each Risk Item)
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W SV D] N T S

ff
A3 d, DNTERRE R R TR

M Ci Ci Ca1 Ca2 Cas Ca Csy Ca1 Ca2 Cas Cs,
& M Mi | | Mi Mi M M Mi Mi Mi
a, M | Vi MI Mi I Mi M | Mi Mi
a, M | | MI M I M MI | | Mi
a, MU | | Vi M Mi MU | Vi M Mi

ncsts gtems| gy Cs3 Ce1 Ce2 Ce3 Ces Ces Crt Cr2 Cr3 Cra
& MU M | | Mi I | | Vi | Mi
a, M Mi Vi | Vi I VI | | Vi Mi
a, MU Mi | | M I | MI | | Mi
a, M Mi | Vi | \4 | | Vi | I

(Note: linguistic terms for the likelihood of threats of each alternative for decision makers g4,~g, are omitted)

* 4. F'J’i d, 53 FTEEREL LR R

III]Z[
\w C C, C, C, Cs Co c,
Assets
= M M M M H H H
a, L L VL H VH VH VH
a, M L L VH H H
a, L M M H H H M
A 5. DT U 5T (UG
NG Ch &, 8, a,
d, (0.15,0.43,0.65,0.77) |(0.23,0.45,0.66,0.83) |(0.35, 0.50,0.61,0.85) | (0.43,0.54,0.76,0.88)
d, (0.42,0.53,0.75,0.88) [(0.45, 0.67,0.79,0.94)| (0.52,0.59,0.69,0.73) | (0.37,0.49,0.65,0.79)
d, (0.45,0.55,0.65,0.87) |(0.51,0.56,0.75,0.89) | (0.55,0.75,0.84,0.92) | (0.51,0.66,0.76,0.80)
d, (0.33,0.47,0.65,0.79) |(0.53,0.65,0.77,0.87)| (0.44, 0.55,0.65,0.71) | (0.41,0.55,0.63,0.66)
dg (0.54,0.63,0.78,0.90) |(0.62,0.75,0.88,0.96)| (0.47,06.9,0.77,0.82) | (0.45,0.66,0.75,0.87)
ds (0.35,0.55,0.76,0.88) |(0.56,0.77,0.81,0.94) | (0.45,0.57,0.69,0.93) | (0.35,0.47,0.69,0.87)
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* 6. BV IV S

Information Asset FSAW DD(a;) = Fo(ry)
Risk Value Risk Value Risk Level
(a,) database server 0.434 0.463 Medium
(a,) mail server 0.574 0.611 Medium High
(a,) firewall device 0.495 0.494 Medium
(a,) portal web server 0.498 0.513 Medium High
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	傳統的定量風險分析方法著重於危害事件機率的計算，只能適用於歷史資料為可數量化，但風險分析面對網際網路的不斷變化的危害事件，通常無法蒐集充足的數量化資訊提供危害事件機率的估算。本研究採用定性風險分析方法，結合模糊偏好關係，模糊多數 (fuzzy majority) 理論與OWA運算子作風險值之彙總，以求得資訊資產的風險等級。分析時允許專家運用語意量詞(linguistic quantifier)，研析風險項目的重要性及此風險項目發生時所造成損害程度(impact loss degree)的評估，取代傳統的方法對危害事件機率(probability)及損害金額(money loss)的估算。最後舉一網路資料中心(Internet Data Center, IDC)實例說明。本研究擴展Hererra，Chiclana及Kacprzyk 等作者發展的群體決策理論至模糊環境的風險分析應用；經研究實證可知，面對不完整及模糊資料與多位專家參與風險決策時，所研提之方法可有效簡化風險分析過程的複雜性與大幅降低群體決策之共識達成所需時間。
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