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Abstract

Information technology (IT) is used in nearly every aspect of society today.  However, the apparent and much publicized susceptibility of organizational information systems to attacks by criminals has brought the issue of computer security to a greater level of importance in many organizations and is affecting confidence in web-based information systems (Thibodeau, 1999; Harrison, 2000).  A number of tools and methods are available to address the problem of protecting information assets.  This study  found that object oriented tools may be more capable of modeling security requirements than their CSD counterparts.

1. Background

With the explosive growth of the World Wide Web and Internet Commerce, consumers and organizations alike have become increasingly more reliant on information technology (Hayam, 1993). In fact, it is difficult to think of an industry or organization that does not depend on the World Wide Web for improving productivity; reducing costs; communicating more effectively with employees and partners; and providing a plethora of products and services to its customers (Kelly, 1999).

However, the apparent and much publicized susceptibility of organizational information systems to attacks by criminals has brought the issue of computer security to a greater level of importance in many organizations and is affecting consumer confidence in web-based information systems (Thibodeau, 1999; Harrison, 2000). Even before the Internet, the issue of identity theft has been a major concern. It is estimated that hundreds of thousands of cases of identity theft occur each year. In the wrong hands, Social Security Numbers, credit card and bank account information have been used to destroy the credit worthiness of many individuals and can lead to years of expensive litigation to rectify (Berghel, 2000). The quest for competitive advantage and the need for consumer safety in this digital age necessitate the development of secure information systems that are designed to protect company assets, vendors, and consumers, while still achieving their intended purpose.

A number of tools and methods are available to address the problem of protecting information assets. Firewalls, for example, are used to control information flows to and from locations outside of the organization using security software programs (Shay, 1999).  Various encryption schemes are also used to allow information to travel across computer networks, only intelligible to the sender and intended receiver. Moreover, user authentication protocols restrict access to organizations’ computer networks and to the information contained within these networks (Berghel, 2000).

Unfortunately, despite the utilization of these tools and methods to protect information assets, breaches of security still plague many organizations and negatively effect consumers. Therefore, improved software engineering practices are needed to better address security issues. Much of today’s systems development efforts incorporate Object-Oriented Systems Development (OOSD) or Conventional Systems Development (CSD) methodologies (Agarwal et al., 1999).  These methodologies should be evaluated based upon how well they incorporate information security issues into systems planning, analysis, design, and implementation.


The purpose of this study is to evaluate the merits of OOSD and CSD methodologies by considering the implications of information security design for information systems development using each approach. Advocates of OOSD claim that it is far superior to CSD in that it facilitates the development of higher quality, easier to maintain information systems that facilitate greater code reuse and that are easier to model (Johnson et al., 1999). However, widespread adoption of the OOSD to systems development has not occurred (Agarwal et al., 1999).

2. Previous Research

Considerable attention in the literature has been given to comparing the object-oriented (00) and conventional systems development methodologies (Agarwal et al., 1999; Johnson et al., 1999). Moreover, studies addressing approaches for improving the effectiveness of computer-based information systems are plentiful in the literature (Taylor and DaCosta, 1999; Dutertre and Stavridou, 1997). In particular, Agarwal et al. (1999) investigated whether object-oriented models were easier to comprehend than process-oriented models and proposed that the findings could influence decisions by developers and management to adopt 00. The results of this investigation suggested that 00 models (e.g. object-class diagrams) seem easier to comprehend than process-oriented (P0) models (e.g., data flow diagrams) when modeling structure-oriented aspects of an application. Moreover, P0 and 00 models for process oriented aspects of an application did not lead to significant differences in comprehension accuracy. Finally, when both structure-oriented and object-oriented aspects were included in an application, P0 models seemed to be easier to comprehend than 00 models (Agarwal et al., 1999). According to the authors, making this evaluation necessitates that the two models be informationally equivalent; i.e., all the information in one model should also be present in the other model. The models should also be computationally equivalent, which means that the inferences that can be drawn from the information contained in one model should be as easily inferred from the information conveyed in the other. Otherwise, differences in user understanding of the two types of models will undoubtedly exist (Agarwal et al., 1999).

In another study, Johnson et al. (1999) sought to uncover developers’ beliefs and perceptions about object-oriented systems development (OOSD) that are likely to influence their acceptance of this methodology. The results indicated that developers perceived that OOSD would lead to higher system quality than conventional systems development (CSD); facilitate more flexible and easier modeling than CSD; and serve as a better communication tool between users and developers. Moreover, management commitment to OOSD was seen to have a strong influence on developers’ acceptance of this systems development approach (Johnson et al., 1999).


Empirical studies have also addressed the importance of formalizing the requirements analysis activities, which should lead to the development of higher quality systems that meet organizational needs and satisfy user requirements (Taylor and DaCosta, 1999; Dutertre and Stavridou, 1997; Hayam et al., 1993). Taylor and DaCosta (1999) presented an approach for better incorporating managerial issues associated with systems development into the requirements specification process, using a soft systems methodology (SSM). According to the authors, SSM focuses primarily on requirements analysis activities and consists of assessing the information needs of all possible stakeholders, managing the conflicting information requirements that may occur, and formalizing agreed upon and documented system requirement specifications.

Hayam et al. (1993) stated that an organization’s security policy should be an integral part of the requirements analysis document, and the earlier in the development life cycle that security issues are incorporated, the greater the cost savings associated with developing computer-based information systems. This integration should result in a requirements specification that:

1) identifies the organization’s information assets and ranks these assets according to their criticality and sensitivity;

2) measures the value and significance (impact) of data loss to the organization in financial or other terms;

3) specifies the allowable levels of damage resulting from data loss, as well as the acceptable duration of the loss;

4) includes control measures for deterring intruders and detecting unauthorized activities by individuals within the organization

Despite the empirical work of Hayam et al. (1993), security related matters have not received adequate consideration within the scope of software engineering. An extension of the Johnson et al. (1999) study could be to explicitly consider whether security related-factors influence developer preferences for OOSD or CSD. Moreover, the Agarwal et al. (1999) investigation could be furthered by assessing whether process-oriented aspects such as intruder detection and access control measures, as well as alarm monitoring processes are as easy to comprehend using either P0 or 00 models (Prokupets, 1999). Finally, according to Taylor and DaCosta’s (1999) root definitions of an information system’s environment component, unanticipated risk exposure due to inadequate security measures being taken represents uncertainty that should be addressed in order to prevent potential security vulnerabilities. Security issues, however, were not emphasized or discussed in the study.

3. Methodology

In this study, the approach used to evaluate the 00 and CSD methodologies with regards to implementing security control measures is based upon portions of the SSM approach discussed by Taylor and DaCosta (1999). Specifically, SSM builds upon a definition of information systems’ components: customer, actors, transformation, world-view, owner, and environment. Use of SSM also incorporates an extensive stakeholder analysis to identify a complete set of information requirements that are complete and unambiguous. The evaluation also considers the specific security activities identified by Hayam and Oz (1993) during the analysis phase of the system development life cycle. The graphical model was developed specifically from the literature reviewed during the course of this study.

Requirements Analysis

Organizations typically communicate security concerns to systems analysts via a formal security policy document and incorporate security management in addition to IT personnel in the process of communicating security requirements for the proposed system (e.g., Hayam and Oz, 1993; Prokupets, 1999; Kelly, 1999). Consideration of security requirements should represent an essential component of the primary analysis phase activities, which include requirements determination, requirements structuring, and alternative strategy formulation (Hoffer et al., 1998).

Requirements Determination and SSM

Systems analysts typically gather information requirements for the current and proposed information systems by interviewing and observing the activities of key users (Taylor and DaCosta, 1999). In addition to gathering information using interviews and observations, written documentation, such as procedures, reports, forms, and job descriptions are also important information sources obtained during the requirements determination component of the analysis phase.  Often times, however, requirement specifications are not formalized or agreed upon by the various groups of users who will work with the system being developed, which may lead to a system that fails to meet users’ needs.

Taylor and DaCosta (1999) present the soft systems methodology (SSM) as a means for improving the quality and consistency of information requirements specifications. An information system consists of six primary components: customer, actors, transformation, worldview, owners, and environment. According to the SSM approach, one of the first steps in determining information requirements is to define the overall purpose (world view) of the system and identify the customers who will be served by it. In addition, it is necessary to define the individuals or groups (actors) who will initiate the various processes or actions that the system performs, as well as the owner(s) who have authority with regards to how and for what purposes the system will be used (Taylor and DaCosta, 1999). Finally, it is important to understand the specific transformations the system will undergo to attain the world view, and the aspects of uncertainty or risk surrounding the use of the system (environment).

It is important to emphasize security when determining the world view(s). For example, an organization may want a system that provides telecommuters with secure and reliable access to the company’s Intranet site, or a web-based order system that has the customers’ confidence and trust. It is also important to consider those transformations that pertain to security-related issues and to identify potential vulnerabilities to security breaches when defining the environmental factors.

In addition to the six system components that serve as a starting point for determining information requirements, stakeholder analysis is another important facet of the SSM approach. Stakeholders of the system refer to those individuals or groups within and outside the system that are directly affected by the system’s activities or actions (Taylor and DaCosta, 1999). Using the SSM approach, all stakeholders need to be interviewed, and any conflicting requirements should be further investigated and discussed to resolve any possible inconsistencies. If conflicting requirements among stakeholders are not resolved, the system may very likely be viewed as non-relevant which could lead to negative perceptions of the system and reluctance or refusal to use the system. Stakeholders may also have their own unique views as to the purpose of the system, the environmental factors or risks, and the four other system components that were identified earlier. Therefore, it is helpful to ask questions that relate to these components in order to better understand the stakeholders world view, environmental factors, etc.

Once the six components are described and the stakeholders are identified, interviews, observations, questionnaires, etc. should be conducted, and any conflicting requirements should be identified and resolved, as discussed earlier.

The Relevance of 00 or CSD in Requirements Determination Activities

The requirements determination process does not seem to be affected or influenced by any specific development methodology, since the activities relate to gathering the information requirements, not modeling them. SSM involves constructing conceptual models to better manage the requirements determination process; however, these models are not based on any systems development life cycle methodologies (Taylor and DaCosta, 1999). During the requirements structuring component of the analysis phase, 00 or CSD models are generally used to represent the data inflows, transformations, and data outputs for the current and proposed information system. Therefore, we will next consider requirements structuring from an 00 and CSD perspective, and attempt to determine which model if any, more effectively models information security requirements.

Requirements Structuring

Determining security requirements and control measures, developing or selecting programs to test the security measures, and integrating the security requirements into the basic information systems framework are important security activities that should occur during the analysis portion of the systems development life cycle (Hayam and Oz,1993). 

Requirements Structuring using CSD Tools

CSD models include data flow diagrams, state transition diagrams, entity relationship diagrams (ERDs), and other tools, such as structured-english and decision trees. 00 tools used to structure information requirements include use cases, class diagrams, sequence and collaboration diagrams, and state diagrams.

Dutertre and Stavridou (1997) modeled critical safety requirements for an avionics system using a data flow approach. The goal of the investigation was to provide rigorous and complete safety specifications and to apply a comprehensive verification of the specifications to increase user confidence in the system. Data flow diagrams depict the flows of data into, within, and out of the information system.  For this study, the data flows were represented as functions within each of the many software implementable systems modules. However, using this rigorous data flow specification and verification approach, though complete and unambiguous, was seen to reduce user flexibility in writing the requirements (Dutertre and Stavridou, 1997).

Certain security requirements might also be modeled using a data flow approach; For example, systems designers might improve the effectiveness of the system design by modeling those processes that must occur to detect an intrusion, or to control users’ access to the system (Prokupets, 1999).  The specific security activities that relate to structuring or designing system requirements consist of developing testing methods and processes, and integrating the security specifications into the system models (Hayam and Oz, 1993).

In addition, users should evaluate these models to determine whether their use actually leads to more secure systems. Data flow diagrams do not represent or model timing of the processes, however. State transition diagrams are used in CSD to model the timing aspects of key processes within the information system.

Entity relationship diagrams (ERDs) depict the specific entities, entity attributes (data), and relationships that exist within the system. ERDs do not show the processes or operations that occur among the entities, however. Perhaps, combining the DFDs and the ERDs to show both the processes and the overall data model might give users a clearer view of how security requirements might be modeled within an information system.

Requirements Structuring using 00 Tools

00 tools used throughout the development life cycle phases include class diagrams, state, and sequence diagrams. Use cases show what the system does or should do, and class diagrams show the static structure of the data and the operations that act on that data. State diagrams and sequence diagrams are models used for depicting how objects change their states when different events occur, as well as the showing the interactions that occur between the different objects, respectively.  Certainly, if security requirements can be modeled with the CSD methodology, it may also be possible to model them using 00 tools.

The actors (external entities) that initiate specific courses of events or actions (use cases) within the information system need not be human users. An actor could be another system or hardware device that interacts with or exchanges information within the system. For example, intrusion alert or other security processes may be represented as a use case that is initiated by a system monitor--perhaps a software application. However, the specifics of how the intrusion alert use case is carried out by the system monitor is not depicted diagrammatically; instead, the contents of the use case may need to be described using plain text.

Class diagrams are similar to the ERDs used in conventional systems development; however, class diagrams include the operations performed by particular classes, while these operations are not shown on the ERD. With class diagrams, therefore, security-related operations would be associated with the class(es) that perform these operations. Class diagrams, however, do not show the more dynamic aspects of an information system. These dynamic aspects are represented in 00 using state diagrams, which show the states of an object as well as the events that cause the object to change its state. For example, a particular class of objects might respond to a routine log on attempt differently than to an intrusion attempt by a hacker. Finally, the timing of security-specific activities that relate to specific occurrences within the system is graphically represented using sequence diagrams.

Comparison of 00 and CSD Tools for Structuring Security Requirements

Various 00 tools might model different aspects of the intrusion alert processes. Use cases might show that a system monitor initiates intrusion alert processes, while class diagrams would show the particular classes, attributes, and specific operations that are involved to perform this security control process. The state diagrams, on the other hand, would depict how certain classes will be affected by an intrusion attempt; while, the sequence diagrams would show the order of activities if an intrusion attempt were to occur. On the other hand, using the CSD approach, data flow models are the primary means of structuring information requirements that relate to security control measures. Dutertre and Stavridou (1997) demonstrated that data flow techniques might be used for complete and unambiguous specification and validation of security requirements; although, this approach could lead to reduced flexibility during the modeling of user requirements. ERDs model only data characteristics and relationships, not behavioral characteristics, such as the operations performed by the systems’ various entities.

While requirements determination activities do not appear to be affected by the development methodology chosen for subsequent phases, it appears at least initially, that 00 tools provide a more capable means for modeling security requirements for an information system. Further study should commence to determine which of the two methods best models the security requirements of an information system, as determined by developers and users.

4. An Integration Model

The model in Figure 1 is based upon the literature reviewed during this study. It is a simple model that depicts how security policies and procedures as well as the system request document for an information system fuel the systems development process.

Figure 1

Model for Effective Systems Development



The development methodology (i.e., 00 or CSD) is chosen based on how well it models the security and functional requirements of the system and is understood by both users and systems analysts. Subsequent phases of development are validated with regards to how well they address the information and security requirements. Although new developments in security serve as the input to the security policy/procedure component, organizational needs also serve as inputs to this component. As a result, the security policy will likely need revision from time to time.

5. Conclusions and Recommendations

This preliminary investigation attempted to compare the prevailing systems development methodologies with regards to how well each incorporates security requirements. Based on the findings of this study, 00 tools may be more capable of modeling security requirements than their CSD counterparts; however, further research is needed before reaching any definitive conclusions.

While Johnson et al. (1999) reported that developers seemed to prefer 00 over CSD and Agarwal et al. (1999) concluded that complex problems were easier to comprehend using process oriented models rather than 00 models, neither study specifically addressed security issues. Either study might be extended to incorporate how P0 or 00 models of security processes/tasks impact comprehension, or to determine whether 00 is the preferred methodology for incorporating security concerns.

This research focused on incorporating security issues in the requirements determination and requirements structuring components of analysis phase activities. Considering security issues for 00 and CSD throughout the remaining phases of the SDLC (i.e., design, implementation, and maintenance) could also extend the study.

Finally, modeling security processes should be done independent of any specific systems software that might be implemented, in order to maximize the extent to which the information requirements can be accommodated. Developers, however, will need to ascertain which security processes can be modeled and which ones cannot.
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