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Abstract

In 2004, Zhang and Xiao proposed a multisignature
scheme based on ElGamal discrete logarithm algorithm
which allows a signer group to sign a signature and a
verifier group to verify the validity of the signed signature.
In this paper, we will show that any verifier in the verifier
group can break their scheme by replacing the valid signed
message with another forged one which will also be
authentic according to their scheme.

1. Introduction

A digital signature scheme plays an important role in
signing a digital document. For the internet’s becoming
popular day by day, peoplerely on digital documents more
and more. How to assure that someone has ever agreed
upon a negotiated digital document becomes an important
issuein the security research field. In other words, we need
a mechanism to prove a digital document is worthy of
being trusted. A digital signature scheme provides such a
desired method. The signer can sign adigital document by
his digital signature and it cannot be forged by the other
users.

In 1983, Itakura and Nakamura [1] proposed the first
multisignature scheme. It let multiple signers
collaboratively sign the same message and the resultant
multisignature can be verified by a group of verifiers to
check whether it is valid or not. Since then, severa
multisignature schemes have been proposed [2] [3] [4].

In 1999, Harn proposed a multisignature scheme with
distinguishable signing authorities [5]. In their scheme,
each signer in the group uses his distinguishable signing
authority to sign a message collaboratively with other
signersin the group. Recently, in 2004, Zhang and Xiao
proposed a new multisignature scheme [6] based on both
the Harn’s scheme [ 7] and the original EIGamal signature
scheme [8]. In their scheme, there is a group of signers
signing the multisignature and a group of verifiers
checking the validity of the signed signature. Although
Zhang and Xiao declare that their scheme can withstand
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He’s attack, we still can find an attack which can break
their scheme successfully. We shall describe our attack
later on.

Therest of this paper is organized asfollows. Section 2
givesabrief review of Zhang - Xiao’sscheme. In section 3,
we delineate our attack in detail. Finaly, a conclusion is
givenin section 4.

2. Review of Zhang-Xiao’s Scheme

In 2004, Zhang and Xiao proposed a multisignature
scheme based on ElGamal discrete logarithm. It contains
three phases. key generation phase, multisignature
generation phase, and multisignature verification phase.
We review their scheme briefly as follows:

Key generation phase

Let G = (USl,U s
and G, =, ,U,,,...U,) be the group of | verifiers.
There is a special user called clerk who is trusted in each
group respectively. The clerk USC in G isresponsible for
verifying all partial signatures sent from each signer in his
group and combines those partial signature into a
multisignere. The clerk Uvc in G, assists al verifiers in
his group to verify the multisignature. The trusted center
generates public values p, 4, and g, where p isalarge
prime number, g is alarge prime divisor of p—1and g
isan primitive element in Z , of order g. Let H denote

,»Ug ) bethegroupof n signers

a secure one-way hash function. Each signer U in G,
selects his private key §eZ q and computes the
corresponding publickey Ys = g mod p . Similarly, each
U,, €G, selects his private key V; eZ; and computes

the corresponding public key Y, = g“ modp. Then G,
publishes his group public key computed as
Y, = Hin:le mod p and G, publishes his group public



|
key computed as Y, = H j:1Y\,i mod p.

Multisignature generation phase

In this phase, G generate the multisignature of a
message M by performing the following steps:

Stepl. Each U selects a random number k eZ q and

computes
= g'q mod p
' =Y, mod p

thensends I, and 1" to the clerk Us .

Step2. When USC receivesall r; and ri' , he computes

r :I_anlri mod p and r’ :Hin:lri' mod p
then broadcasts I’ to all signersin group Gs
Step3. After receiving I, each Ug computes
W =g (H(m)+r')—k mod p
then sends this partial signature W to Us .

Step4. After receiving al W,
received partial signatures by

U verifies these

checking whether the equation
Y™ = .g" mod p holds. If all of them hold,
he computes
n
W= ZWI mod p

i=1

then sendsmessage M and its multisignature (r,w) to

G, .
Multisignature verification phase

Inthisphase, al verifiersin G, performsthefollowing
steps to verify this multisignature:

Stepl. Each U, in G, computesa verifying message

X; =r" modp

and sends X; toclerk U, .

Step2. After receivingal X, theclerk U, computes

|
X:HX]- mod p
j=1

and broadcasts X to al verifiersin G, .

Step3. Eachverifiersin G, canverify the multisignature
(r,w) of m by checking whether the equation
YHMX — rg"modp holds. If this equation
holds, (r,w) isthevalid multisignature of m.

3. Our attack

In this section, we demonstrate that how Zhang-Xiao’s
scheme can be broken by a malicious verifier U, in G, .

Assume that the signature (r,,w) of m is a valid
multisignature signed by G. U, , who now becomes an
attacker afrer verifying message m, asvalid, can perform
the following stepsto cheat the other verifiersthat (r;,w;)
isalso avalid multisignature for aforged message m, :

Stepl. After verifying (r,,W) as a valid multisignature
of my, from the multisignature verification phase,
we know that U, has both the values of

Xa=r""modp generated in step 1 and X,
broadcasted by clerk U,_. Then he computes

|
Xoa= [ Xj=%-Xtmodp,
j=Lj=#a

where X! is the multiplicative inverse of X, in
Zy.

Step2. U, computes
X'=H(m)+ X; —H(m,)

X, =X"-X, o, modp

where X, ' isthe multiplicative inverse of X,_, in
Zy.

Step3. The attacker U, sends message M, and
multisignature (1,W) to G,. Then instead of

sending X,=r""modp , U, sends X, to



U

Ve *

Step4. After receivingal X;, U, computes

[
x

then broadcasts X, = X' to G, .

Step5. Each U, € G, verifies whether (r,, wy) isavalid
signature of m, by the following process.

YH)EX; _yH(m)ex
—y (M) +H(m)+ X, -H (m)
S

— YSH (m)+X,
=r,g" mod p

Since YHM*Xi=—pg%modp holds. That is, the
verification equation can be sdtisfied. So, the
multisignature (r;,W,) isalso avalid multisignature of the

forged message M, . Thus, we have a successful attack.

4. Conclusion

In this paper, in Section 3, we point out the weakness
found in Zhang-Xiao’s multisignature scheme by showing
that how an insider attacker in the verifier group can make
a vaid multisignature for any forged message. So,
Zhang-Xiao’s multisignature scheme is not secure enough
on the implementation of digital signature system.
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